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“Gollective” Signatures

Many kinds, many uses ...

Most famously:

+ Group signatures [CvH'91]
+ Ring signatures [RST'01]



Motivation #1: Vehicle Safety Gomm.

+ Embedded chip signs status
+ Integrity — no outsider can spoof

+* Anonymity — can't track a person
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Vehicle Safety GCommunication

+ Traceability — by the “"Authority”
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Group Signatures

+ Well-constituted collection of sighers

+ \etted, restricted enrollment
+ Membership: static once created, or dynamic

+ Authority to sign on behalf of the group

+ Anonymous, but...
+ Tracing mechanism to deter abuse

Uses:

Signatures by “corporation”-like entities






Attempt 1: with consequences

secrets!
TREASON!!!I




Attempt 2: without credibility




Attempt 3: safety In numbers

RIOT!!!




Attempt 4: ring signature

Oops, busted...



Ring Signatures

+ Completely(™) arbitrary “ring of signers”

+ One of them is the real signer
+ The others brought in without permission

* Hides the true sigher amongst a crowd
(*) Amongst people with a public key on record

Uses:

For leaking secrets to the press
“an authorized anonymous source said...”































































