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Some Services Examples

ÁMost Business Apps

ÁE-Commerce

ÁE-Government

ÁSearch

ÁAdWare

ÁSocial Networks

ÁE-Democracy

ÁHealthcare

ÁNational Security
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Federated architecture

Identity Provider 

(IdP)
Relying Party (RP)

STS

Client
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Problem #1: Security

Compromise IdP credential, 
access all RPs

Phishing problem

Strong authentication to IdP is possible, but 
authentication to RP is weaker

Issued tokens are software only (token hijacking 
attacks, transferability)

IdP is all powerful
IdP (insider, malicious code) can surreptitiously act on 
the usersô behalf 

Selectively deny access
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Problem #2: Privacy

IdP can profile userôs activities

Even if IdP doesnôt learn the visited RP, profiling 
is possible by colluding parties (or insiders)

Timing correlation

Unique correlation handles (e.g., 
digital signatures, serial numbers, etc.)
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Problem #3: Scalability

All tokens are retrieved on-demand
IdP must be available 24/7

IdP is a central point of failure
Nice target for denial of service attack

IdP is a bottleneck for every user access


