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Some Senvices Examples

IDENTITY COLLECTING IDENTITY
INFORMATION IDENTITY INFORMATION
FOR INFORMATION AS A LIABILITY
AUTHORIZATION AS A BUSINESS
A Most Business Apps A Search A E-Democracy
A E-Commerce A AdWare A Healthcare

Social Networks A National Security

A E-Government
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Federated architecture
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Problem #1.: Security

» Compromise ldP credential,
access all RPs

» Phishing problem

s Strong authentication terldR IS pessible, but
authentication to RP IS Weaker,

» |ssued tokens are seftware enly (teken hijacking
attacks, transfteranility)

» |dP Is all pewerful

» |dP (insider, malicious code) can surreptitiously act on
t he usenso behalf

» Selectively deny access
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Problem #2: Privacy
» IdP c-a niip ri-oftele userw ‘,t

» Even I ldP. d <0 is (110 =  T=e-a rin he \
IS possible by colltidingparties (or |nS|ders)

o TIming correlation

» Unigue correlation hanales (e.qg.,
digital signatures, sefnial numiers; etc.)
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O\ | toke Jif]s PR-Gemand

¢ |dP is a central'pointiefifailire
¢ Nice target for denial of service attack

¢ |dP Is €
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