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Security of hardware components:
— Evaluation, Resistance and Challenges

Evaluation / Certification
Schemes, Common Criteria
CC, Testing & Attacks
CC and PUF

Resistance & Attacks:

Past and Future ...

Challenges
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Certification Schemes

Driven by National Authorities In France

License laboratories Areas of Licensing

Emit Certificates Hardware (and embedded software)
Independent laboratories (ITSEF, Software
CESTIs) Levels of licensing

Perform the evaluations Semi-formal and formal

EAL4/5 or EALY

Organisme —
d’accréditation
COFRAC

>

CESTI

Centre d’Evaluation de la Sécurité
© CEA 2009. Tous droits réservés.
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5 | . a
“4 Common Criteria

Standardized, objective and efficient methodology for
the security analysis (ISO IS 15408)

International recognition of the certificates

In Europe, mainly used for
Integrated Circuits

Integrated Circuits with embedded software

Smartcards
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Common Criteria

Basic Ideas

Description of the security
Justified Security Specification (The Security target)

Verification of the conformance to the security
specifications

Tests (functional and penetration testing)

Verification of the environmental hypothesis
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Smartcards evaluation

Common Criteria, EAL4+ (EAL5+ for the IC)

« Top level » evaluations (banking, health, 1d)
White Box evaluations

Access to the design

Access to the source code

For the conformity checking and the attacks

'l A table rating the « attack potential »

Time, expertise, equipment, knowledge, ...

The card must resist to an attacker with the maximum capabilities
All realistic attacks

In a time compatible with the life time of a product
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What kind of testing ?

Functional (Security functions)

Conformance with the security specifications

Attacks

Independent vulnerability analysis

Challenge: In 3 /4 months, how to:

Cover all the attack possibilities

Guarantee (estimate) an higher resistance duration ?

© CEA 2009. Tous droits réservés.
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Test strategies

—E-N~8

Remove Remove
Customize Customize

The evaluation is a tool for optimizing the testingation:
By giving to the evaluator the knowledge the atéaickill have to find
By enabling the definition of test strategies
By enabling a limitation of the testlng o e 00 e i

S
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Requirements for the ITSEFsS

Specific competences in Attacks in the licensing are a
State of the Art (not always published)
R&D in Attacks
Multi-competences

Cryptography, microelectronic, signal processing, measures, lasers,
etc

Microelectronics Equipments
MEB, FIB, plasma etching, chemical etching, ...
Security is a constant and fast evolving area

Strong background and followed activities

Reduce uncertainties

Quality, Security, Training, etc
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CC: Norm or open standard

CC are mainly used for Smartcards

¢4 Common Criteria

But, heavy adaptations have been necessary to

have an efficient process

Supporting Documents related to Smart Cards and similar devices

Drocument mumber

Dacument title

Class

2006-06-001

Rationale for Srmart cards and sirmilar devices

CCOBE-2006-04-001

CCOB-2009-03-001

CCOB-2009-03-002

CCOB-2007-09-01

Guidance

and sirnilar devices vw1- III

Mandatory

CCOB-2007-09-02

ETR-termplate lite for composition v1-0

Guidance

Toute reproduction totale ou partielle sur quelque support que oit o tI ation du conte d
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Summary

Evaluation is a standardized & rigorous process

But attacks require human competences

Subjectivity is part of the process (even with an Eu ropean

standardization)

Conformity vs Résistance

Evaluation is (also) a tool for optimizing test time

It is not just an heavy documentation process
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Attacks vs Attack Strategies

Observation (SPA, EMA, Cartography)

Localization (Space and Time)

Synchronization

Acquisition or Perturbation

Data processing

Repetition
500K acquisitions for a DPA

Perturbation: success rate about 103/ 10 4

Difficulty iIs more attacking the countermeasures

= Alain MERLE
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than applying a known attack method ............
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Attacks on Components

Physical (At the Si level)
Memories
Internal signals
Modifications of the IC
Observation: Side Channel Analysis
SPA, EMA, DPA, DEMA
Perturbations: Fault injection
Exploitation of the faults (examples)

|O errors (reading, writing)
Program disruption (jump, skip, change instruction)
Dynamic rewriting of the code

Cryptography (DFA)

Attacks on the embedded software
Protocol, overflows, errors, ...
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Evaluating PUF based components

Challenge/Response

Crypto Key generation

T g

Integrity
checking

Phy. Measurements
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' CC and PUF: How to evaluate PUF ?

Common Characteristic: Random

PRNG Evaluation analogy

Prove randomness

— Physical model

Evaluate randomness

— Statistical testing

Toute reproduction totale ou partielle sur quelque support que ce soit ou utilisation du contenu
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CC and PUF:

low to evaluate PUF ?

Protocols or Crypto Fns

Strength of the Fns

Resistance to brute force attacks

Resistance to cryptanalysis

Protocols attacks (replay, man in the middle, ...)

Key length

Note: key known, crypto known -> clone

Toute reproduction totale ou partielle sur quelque support que ce soit ou utilisation du contenu
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CC and PUF: How to evaluate PUF ?

Resistance (VLA/VVAN)

Physical characteristic means attackable

characteristic
Physical
Side Channel
Perturbations

Attack rating using standard method

Alain MERLE 17



- CC & PUF: Extra barrier

Taken into account
through the rating table
Time
Expertise
Access, Equipment, ...

Identification Exploitation

< 1 hour

<1 day

'—\

< 1 week

< 1 month

> 1 month

Not practical

O]l 0| W] DN

|| o| | W]| O

Layman

Proficient

Expert

Multiple Expert

<10
samples

<100
samples

> 100
samples

Not practical

None

Standard

Specialized

Bespoke

0
1
3
5
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Security of hardware components:
— Evaluation, Resistance and Challenges

Resistance & Attacks:

Past and Future ...
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1996 — 2010: Security & Attacks

1996: « Manual » design
*Firsts APL
*External clock
*No internal cyphering

Eight databus tracks have bosh opened
up and ara roady for tosting.

WAW.FLYLOGIC.NET

1996 2010
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1998: P. Kocher announces DPA i oo IR LA

b o o

Perturbations: R Mt
- 0
o 10 2 3 4o S 60 7040 G 300 0 120 130 140 150 fe0 170
Time (uS)
[ ] D FA Figure 4: DPA traces, one correct and two incorrect, with power reference.

Current (uA)

b o o

2003: Laser perturbations
Memory Dumps

1996 1998 2001 2003 2010
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1996 — 2009: Security & Attacks

2006: Laser Cartography

RSA Registers

RNG Registers

DES Registers

1996 1998 2001 2003 2006 2010
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1996 — 2009: Security & Attacks
Light perturbation

2000

2006

2009

Source Riscure

el

1996 1998 2001 2003 2006 2010
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1996 — 2009: Security & Attacks

1996 1998 2001 2003 2006 2010
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1996 — 2009: Security & Attacks

A 12 years old circuit Is now a

student exercise

1996 1998 2001 2003 2006 2010
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And then ?

Context: Products and Context are evolving

Longer life time (e-Id, etc)
Negative view

Is it any good reason for the next 10 years to be different from the

previous ones ?
Positive view

Each attack has been efficiently countered (all what is seen is no more to

be seen)

Resistance level has been dramatically improved

Very few new ideas
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To be noticed:

Security / Confidentiality requirements for
ITSEFs

No example of attacks « transferred » to the public area before

counter-measures implemented

Few example of attacks developed in the public area before

Implemented in Labs

Evaluation / Certification

A responsible actor for implementing challenging conditions

A controlled race between Attacks & Defense

© CEA 2009 Tous dr0|ts réservés
Toute producti N totale ou par II q Iq support que ce soit ou utilisation du contenu de ce docum: test interdite sans Iautoris: e préal. bI d C
All rights reserved. Any reproduc in part on any medium or use of the information contained h s prohibited without the p or written con:

Alain MERLE 27



Absolute resistance: myth or goal ?

Crypto schemes are based on a secret

Gaining access to the secret kills the system

Theoretical resistance is also evolving
Moore’s law of microelectronics
DES, TDES, AES, RSA key length, Hash fns

Hardware can’t be the perfect & unique solution
A Physical object could always be attacked
New attacks discovered « every days »
DPA, EMA, DFA, Laser, ...
Questions about the life time

A 12 years old circuit is a student exercise
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Security of hardware components:
valuation, Resistance and Challenges

hallenges
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Challenge : Better security

Better Resistance

Increased lifetime

> 10 years
Break the cycle Attacks/Defense

Security by Architectures

From IC to Microsystems

Auto-surveillance

Sensor, Energy, etc

New approaches

Multi-barrier security

Physical authentication

Partial compromising

Security coprocessor

Security policies for attack

detection / reaction

Audit processor
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Challenge: Contactless, Privacy, Security
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Contactless: Specific vulnerabillities

Forward link type B : 15 cm antennaat 8 m, 16 man d 50 cm antenna at 22m

Eavesdropping forward link: Reader to card
Type B (A « easier » than B)
Diameter = 15 cm 18m
Diameter = 50 cm

Whip type antenna

Eavesdropping

Unwanted operations

Re | ay Wire

RF
GSM
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Challenge: What about availlability ?

Criteria for Security

Confidentiality
Integrity

Availability

Today, availabllity is not addressed

Example: memory erase in case of attack

Attacks in Denial of Service

Activism / Terrorism
Real world examples exist

New architectures / New schemes
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Conclusion

« Nobody ‘s perfect » ....
Hardware is a good solution but limits exist

Any scheme limited to the resistance of a single component is

limited
ldeas Iin protection exist and must be developed
Take care of Availability (Denial of Service,
Destruction)

Evaluation/Certification is a limited risk environment

to create efficient challenging conditions
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Questions ?
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